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WHAT     ENVISIONS

PRIMARY USE
OF HEALTH DATA

SECUNDARY USE
OF HEALTH DATA



WHAT     ENVISIONS



• Data holders provide information 
about their available data sets 
(= metadata)

• Data holders respond to Data 
Permits in a timely manner 
(from 2029 on)

• …

WHAT     EXPECTS



WHAT     EXPECTS



• Growing demand for their health data

• Strict timelines and penalties from EHDS

• Pressure on healthcare & IT staff and budgets

• Insufficient focus on data quality and modeling

• Lack of standardization

• Inefficient management of data requests

• Privacy & compliance concerns

• Fragmented data sources (silos)

• Difficulties in managing unstructured data

• Legacy infrastructure & technological gap

• Complexity of stakeholder needs

• …

WHAT   ARE FACED WITH



IDENTIFY AND CODE 
PATIENTS WITH NLP

CSI

REGISTER AND REPORT 
RARE DISEASES

R3D

GDPR COMPLIANT 
AI DEVELOPMENT

Blackbar: Preserving 
patient privacy in RWD

WHAT    PROVIDESSPECTRE-HD
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   MINE-HD
Modular INtegration Environment for Health Data

Data Storage

Platform

Data Request

Portal

Data Operations

Infra

Blackbar

pseudonymization of 

clinical notes

module
module

modules

Snowstorm

SNOMED CT 

browser/API

Integration Services

metadata publication, data sharing,

request brokering

Data Catalog

✓ only Data Catalog

✓ only Data Request Portal

✓ Data Request Portal + Data Catalog

✓ Funcionalities for automated full lifecycle support:

• data delivery: consistent sharing of data in the hospital

• data processing: automate to scale data reuse

• each data request linked to the Data Catalog

✓ Additional features:

• metadata publication

• clinical standards and therminologies

• pseudonymization

• and more...

What part of the data (re)use lifecycle would you like to manage better?

Data Request

Portal
Data Catalog

MINE-HD: a Request-Driven Data Platform for Hospitals



DataHub: Data Dictionary & Business Glossary

Integrations - DataHub

SNOMED-CT Terminology

OMOP CDM

https://datahub.com/integrations/
https://datahub.com/integrations/
https://datahub.com/integrations/


Fields Data Type
Dataset Parameters

Data Request Portal: Submission of Dataset Specifications

Which dataset would you like 
to request?

Incremental update

(Scheduling specification)

Pseudonymization

Retention period

Remarks

Specify 
Dataset

Specify 
Fields

Specify 
Filters

Additional 
Info

Which fields of the dataset 
would you like to request?

Which filters should be applied 
on the requested dataset?

Any extra relevant 
information?

Dataset ID

Dataset Name

Dataset Fields



Landing Zone

Request Integrator: Data Processing and Delivery

• Setup and provision data request resources

• Deploy data request pipeline

• Publish dataset

Approved Data Request Dataset Available

ETL Catalog
Repositories at a project level
Project is ready to be requested

Request Catalog
Repositories at a request level
Parametrized requested dataset

Dataset Available

Request Pipeline

E T L



   MINE-HD
Modular INtegration Environment for Health Data

Data Storage

Platform

Data Request

Portal

Data Operations

Infra

Blackbar

pseudonymization of 

clinical notes

module
module

modules

Snowstorm

SNOMED CT 

browser/API

Integration Services

metadata publication, data sharing,

request brokering

Data Catalog

Who are the key personas involved in the data (re)use lifecycle?

Data Request

Portal
Data Catalog

Data Requester

• Browse data assets

• Submit data requests

• Follow-up and receive requested data

Data Steward

• Review and approve submitted requests

• Plan intake with data requester to ensure requested data is clear

• Plan implementation with data team to ensure request requirements are met

Data Engineer

• Develop new datasets

• Do custom work on approved datasets

• Review data before release

MINE-HD: Key Process Personas



MINE-HD: Technical Perspective

Request submitted 

with all dataset 

requirements

Evaluate data request

Existing dataset

New dataset

Develop new 

dataset

(ETL Project) Review and approve 

data request 

specifications

Process data request 

according to the 

request specifications

Delivery data to 

secure environment

Ingest new 

dataset

to catalogue

Requirements 

change request

Data Steward Data Engineer



Define research question Search based on glossary terms, 

filters, tags, SNOMED concepts, …

Navigate to the datasets 

linked to the glossary term

Review the metadata 

of the dataset: check 

tags, owners, health 

DCAT-AP properties, 

SNOMED-CT alignment

Submit data request 

in Data Request Portal
Access approved data 

Review term definition 

MINE-HD: Use Case Perspective

Data Requester
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Importance of anonimization

Essential to create a Patient based journey - Information density in documents.

- Complementarity with structural data.

- Supporting research with privacy-first design
o LLM
o Lookup for registers (e.g. rare diseases)
o Further structurization 

• (in a university context)

12 jan 23:42

Triage (S)

12 jan 23:52

ER report (T)

13 jan 00:25

Lab results (S)

14 jan 00:27

Consultation (T)

14 jan 00:53

Admission ADT (S)

14 jan 00:54

Medication (S)

14 jan 02:53

Adverse reaction in a note (T)

15 jan 14:03

Discharge note (T)

15 jan 13:50

Patient history added (T)



What Blackbar offers

Toolbox

- Anonimization and pseudonimization

- Annotation and development of own model 
(within constraints) on own data.

- Evaluation of those models

On-premise server (with external database)

GUI-based interface

Integrations for

- Manual annotation with Inception

- Scheduling with Prefect

Cohort creation with CSI



Blackbar as an anonimization tool



Hybrid ensemble model

• Local alignment

• Smith-Waterman

• leverages marked PHI

• Named Entity Recognition

• Machine Learning (BiLSTM/CNN)

• recognizes patterns

Pseudonymization

• Database-backed code map

• Consistent aliases

• Date shift

• LLM available, but computationally expensive for bulk

Patient context aware

• Structure data about patient available and used

• Insertion of a fictitious (but consistent) alias

• obfuscates potential errors!

Blackbar features



Adaptations for our specific context

- SQL Server instead of InterSystems IRIS

- Different IDs (sha256-based)

- Document quality

o Invalid UTF-8 characters

o Proper escaping RTF-tags

- Local instance of prefect

- Ecosystem adaptations

o On-prem (UZBrussel) 

o Azure cloud-based (UZA)

- Communication



Practical Applicability

- Demonstration in rare diseases use-case

o Anonimized documents to enable use of CSI by clinicians

o Snapshot of current data

- Research project

o How does the algorithm compare to LLM-based deidentification? 

    (Stig Hellemans)

- As a part of our data warehouse

o As is: model building and evaluation

o Further integration

▪ Single container

▪ Data I/O directly from data lake
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I want to find all patients with a 

rare renal disease :

Search terms are “autosomal 

dominant polykystic kidney 

disease” and variants as “ADPKD” 

in our clinical notes. 

Also consider “kidney polykystosis”, 

… Explore

❑SNOMED CT

❑ORPHAcodes

❑ICD10

❑. . .  

Annotate

CSI - Cohort Selection & Identification

1. Import clinical notes
2. Define concepts
3. Explore extracted concepts
4. Curate patients (remove false positives
5. Compose sets + annotate with codes

NLP-Based concept extraction from clinical text

Primuz, Hix, Cerner, Epic

or other EHR system

EHR

Textual notes

csv

Data sets

Joëlle Thonnard, CuSL, Medical Information Department, Rare Disease Institut



CSI implementation at Cliniques universitaires Saint-Luc Bruxelles

CSI on VM (4 CPU)
IRIS specific instance

CuSL Network

Synthetic notes

Nephrology

Hepatology

Access to patient data by DIM engineer and 
DIM data managers

Access to patient data by CuSL users (ex. Physicians, 
scientists) 
on a project / department basis
after Project approval by CuSL DAC
• Nephrology department
• Hepatology departement

Access for Winfo
only during
deployment and 
test phase on 
synthetic notes 
(1,5 days)

DIM: Medical Information Department ; DAC: Data Access Committee

XXX

Account Management and Monitoring by DIM Data Engineer

EHR = TIP2 (EPIC)

ETL for note transfert

Technical
implementation



CSI implementation at Cliniques universitaires Saint-Luc Bruxelles

CSI

CuSL Network

Nephrology

DIM: Medical Information Department ; DAC: Data Access Committee

TIP2 (EPIC)
Problem list – SNOMED CT :  

ADPDK
ETL of notes from > 800 patients: 
Consultation, Hospitalisation, 
Imaging reports, Surgery reports

Use case

I want to find among 

patients with

“autosomal dominant 

polykystic kidney disease 

(ADPKD)” those with 

“cerebral aneurism”

Set of > 100 patients 
(expected %) 



Search term: « cardiaque »CSI Démo
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UZ Brussel Background: Building Hospital Registries

• Share quality data on specific diseases or conditions with stakeholders in/of the hospital

• Enable self-service through automated data pipelines



• Identify patients from diagnostic markers in the hospital EHR

1. in already coded data (SNOMED CT, ORPHAcodes, OMIM, ICD10, …)

2. in uncoded/unstructured data (clinical notes)

• Engage data managers, clinicians, researchers, policy makers

• harmonized data model for all participating hospitals (tailored to RD)

• efficient workflow to validate new cases prior to further screening

• self-service reporting

• Support sharing of data with the national registry (CRRD)

• only 100% validated cases (corrections are current bottleneck!)

• from local REDCap registry to CRRD via HD4DP

• Roadmap:

• scale-out to hospital landscape with (focus: rare disease functions)

• explore federated scenario (with on-demand data sharing, cf. EHDS)

• document the new framework for other medical areas

Applied to Rare Diseases



R3D client

SNOMED CT
ORPHAcodes

OMIM
HPO

ICD10

NLP concepts

patient lists

✓ SNOMED CT

✓ ORPHAcodes

Registry

Rare Diseases

Central Registry

Rare Diseases

1. Identify rare disease cases

2. Validate case (iwhere needed)

3. Register other relevant data

R3D framework

ETL



Registering a rare disease in the EHR (Primuz)



For ERN Liver elegibility, I want to 

find all patients that have a rare 

liver disease. Search terms are 

“lipomatose” and all its variants 

in our clinical notes. Also consider

“Budd-Chiari”, “hepatoblastoom”, 

“choledochus cyste”, …

natural language

concepts
Explore

clinical 

notes

1. Identify rare disease cases

2. Validate case (if needed)

3. Collect other relevant data

✓ routinely

✓ at scale

SPECTRE-HD: CSI

✓ SNOMED CT

✓ ORPHAcodes

Registry of 

Rare Diseases

clinical 

codes

❑ SNOMED CT

❑ ORPHAcodes

❑ ICD10

❑ . . .  

Annotate Corpus

iKnow

blackbar

Validate

Retrieve patients

structured 

data

clinical 

notes

clinical 

codes

REDCap
IRIS

R3D

framework

CSI
Cohort Selection & Identification

Central Registry

Rare Diseases

7,123 cases registered with R3D



Demo
https://redcapuz.uzbrussel.be/index.php?action=myprojects 

https://redcapuz.uzbrussel.be/index.php?action=myprojects
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Enabling safe and efficient data request and data use

Data Catalog

Case 
Management

Research 
Workspace

Data holders

HDA

Processing 
Workspace

Looks up data

Request data

Charges fee + 
Consumption

Charges fee

Performs research
Imports tools / data

Exports agreed resultset

Shares requested data

Request data

TREzure

Prepared data

FeedbackFeedback

Shares metadata

Provides data permit

Share case information & approvals

Shares results & output

Data Users

Deploys workspaces



Network Data Catalog

• Discover data from 
different health care 
providers

• Understand the content

• Navigate with glossary 
terms



Case Management

• Facilitating communication between Data 
Holder, Data User, and HDAB
• Data Discovery
• Data Extraction Definition
• Data Request
• Data Permit
• …

• Automated deployment of selected 
services in TREzure

• Store key information about
• Data user
• Organizations
• Cases
• Data requests 

Public Portal through Power Pages

Administrative portal through Power Apps

Common data model with Dataverse

Automation Flows with PowerAutomate

Power Platform



Preparation Workspaces

Data 
Drop Off

Data Holder #1

Preparation 
workspace

Data 
Drop Off

Data 
Drop Off

Data Holder #2

Data Holder #3

SPE 
workspace

Tenant of 
Data User

Airlock

Airlock

Airlock

Landing zone for 
raw data as 

provided by the 
data holder

Data Cleaning, 
Merging, 

Pseudonymisation, …

Requested Data ready 
for research

+
Data brought by the 

researcher

Airlock

Inbound
Airlock

Outbound
Airlock

TREzure

Data User



Research workspaces

Virtual Machines

Linux Windows

Advanced Computes

Azure ML Databricks

Storage

MySQLSQLData Lake

Gen AI

Open AI

Health Services

Azure Health 

Services

OHDSI

OMOP CDM

Repo

Gitea

Secure

Research 

Environment



Work in an isolated environment

• From the workspace you 
cannot access the 
public internet

• From your local 
machine, you cannot 
access the resources in 
TREzure (e.g. Databricks) 



Airlock

Progress

Malware

Rejected

Approved

Inbound Airlock

Workspace

Local

Import

Data holder Data User

Airlock manager

Manual 
check

External
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Creating synergy

MINE MINE MINE MINE MINE MINE MINE MINE 

Data Catalog Data Request Data Delivery
Data Discoverability

Data Governance

Data Interoperability

Privacy-Preserving 
Collaboration

OMOP CDM Federated LearningSource Data

Trusted Data Access

Advanced Secure Analytics

An ecosystem for Belgian hospitals:

• building data capabilities to collaborate 
on secondary use 

• becoming ready for EHDS by 2029



New partnerships

Central Technical Layer – Federal/Federated Analysis
Data Model standardization –

FHIR connector

SPECTRE-
HD

FHIN INAH

SPHIN

First Line, WZC, 
Levilo, …

?

?



Principles

Principle What It Means Why It Matters

Open-source foundation
All core components 

published openly

No vendor lock-in; 

community sustainability

Local-first design
Data (including results) stay at 

hospitals until explicitly shared

Hospitals retain full 

sovereignty

EHDS-ready
Built to standards like SATRE 

and HealthDCAT-AP

Compliant before the 

deadline

Modular adoption
Hospitals can implement 

components individually
Lower barrier to entry
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